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Introduction

1.1 Purpose

The purpose of this document is to provide an overview of the Change Management process for the
Clarian Health Partners Information Services organization. This document outlines the definitions,
key activities, and roles in the Change Management Process. The contents of this document should

be considered a guideline for execution of the Change Management Process.

1.2 Scope

The scope of the Change Management Process covers all changes made to the Clarian Production
Computing Environment including hardware, software, patches and updates to software or
firmware, operating systems, file management systems, applications, modules, and any other
changes that may have a functional impact on the production systems.

Refer to IM.06.01 “Change Management” policy for additional information.

2. Definitions, Acronyms and Abbreviations

The following table identifies definitions for acronyms, abbreviations, and terms used within this

document:

Term

Definition

CHPIS

Clarian Health Partners Information Services

CRB

Change Review Board

IS

Information Services

PACE

Partnering to Advance Clinical Excellence (Team)

PROD

Production

PSO

Patient Safety Organization

3. Change Management Fundamentals

3.1 Definition

The overall purpose of change management is to protect the integrity of the enterprise’s information
technology production environment from potentially harmful, unplanned change.
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3.2

3.3

3.4

The goal is to improve the quality of information services to clients by minimizing risk, improving
communications and optimizing the use of the departmental resources. Execution of the Change
Management Process will manage changes in such a way as to improve the areas of change
impact, change quality, risk, communications and problem area identification.

Through utilization of the Change Management Process, all changes to production environments
will be monitored and tracked.

Activities

Any change to the configuration of the IS environment should be documented as a change.
However, low risk, low impact, repeatable activities can be identified as exceptions requiring fewer
formal change management approvals.

Any exceptions to the Change Management approvals must be previously documented by CRB.
Until CRB approval of the execution is documented, the change must follow the complete Change
Management Process with all approvals.

PACE changes currently are reviewed by their own board.

Err on the side of following proper change manageme nt processes.

Management Approval Levels
Level of approval required is dependant on the risk associated with the change.

PACE change approvals are determined by the PACE Change Managers. Operations changes are
review by the Change Review Board (CRB).

The first time a specific change occurs the CRB must review and approve the change prior to
implementation. However, the CRB can classify a change as low or medium. This classification
must be performed by the CRB and documented. If a common change is documented as low or
medium risk the CRB can exempt future occurrences of this change from CRB review. However,
the change must still be documented in Peregrine, and proper manager / director approvals must
occur

Emergency changes continue to follow the existing emergency change process.

Documentation

Proper documentation is the key to smooth and timely approval of changes. Please be as specific
and descriptive as possible when completing change requests in Peregrine. In addition to basic
change descriptions, dates, and contact information the following change details are required.

Justification for Change —  Specify: Who requested this change? What is the value
or benefit of the change? What is the risk of not doing this change?

Detailed Implementation Plan -  Step by step procedure to implement and validate
the change. This plan should be specific such that it could be followed by another
resource with a similar skill set. Common changes can include reusable plans or

procedures.
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Detailed Backout Procedures — Step by step procedure to remove the change. This
plan should be specific such that it could be followed by another resource with a
similar skill set. Common changes can include reusable plans or procedures.

Notification Activities — Have the appropriate business, clinical, and IS stakeholders
been notified of the details and impact of the change? Has the helpdesk staff been
notified? How were notifications made?

Testing Activities - How has the change been tested for errors? How did we make
sure that the change meets user or business requirements?

Training Activities - Is training required? Is change visible to end users? Support
staff? How will the training be executed?

Documentation Activities — What user, system, or administrative documentation
should be updated to reflect this change?

The information above is reviewed by the CRB. It should be detailed enough that resources familiar
with the Clarian Environment (but unfamiliar with the change) will understand how the change was
planned, developed, tested, will be implemented, and validated.

4. Change Management Process Workflow
The diagram that follows describes the statuses and phases of the Change Management process.

Green boxes represent statuses that are driven by the Change Owner
Yellow boxes represent statuses that are driven by the managers / approvers
Blue boxes represent statuses that are driven by the Change Manager

The following sections will describe the objective / purpose of each status and the key activities that

take place.
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Change Management Lifecycle
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4.1 Open Status
Overview Changes in the “Open” status are considered to be draft. Open changes are in

the process of being entered by the change owner, they are not reviewed
while in this status.

Input A customer request or a service request.

Key Activities - Change Owner gathers information and enters change (all change
details are required)

An installer team and installer should be selected

Change Owner works with Installer to develop implementation plan
and coordinate installation

Change Owner updates status to “Awaiting Initial Approvals” when
change documentation is complete

Owner The Change Owner is responsible for the change in this status.

Output Change is entered and awaiting initial approval by managers.
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K& ServiceCenter - Change Open Prompt - Pernegrine ServiceCenter Client
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sl Peregrine [
Change Number: CMO0D1493 Status: [Cpen -
Cateqory: [ErFrastructurs | Phase: [Iritial Approvals ]
Title: [This 1s = brieF description of the changs |

< Gereral | < Activities < Dates <@ Details < Contact < CI's < Approwals < Attachment <% History < Related Records

<hange Manager

Subcategory: ESM -
Lewvel 3: |,-P | Team: change managers
Level 4: = | Marne

Priority: Standard - Fhone

Risk: 2 - Medium - Email

Irnpact: Z - Mediurm -~

Group: W Mame: Eestim

Marne: Lawson, Steve = Fhone: S62-2000

Phone: (317 965-5638 Email: testim@clarian.org
Ernail: slawsoni@clarian.org

Description

his is the detailed description of the change.|

~

chp. CM. g{cm.open. display)

The information on the Details tab is used by the Owner, Installer, Approvers, and CRB. After
completion of all Change Request details the Change Owner changes the status from "Open” to

“Awaiting Initial Approvals”.
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4.2 Awaiting Status

Overview Changes in the Awaiting Initial Approval status are ready for review and
approval by managers. Manager approvals are added to the change
automatically based on the change category and subcategory. Upon
completion of required review, the change is moved to “Initial Approvals
Complete” by final approving manager.

PACE change review approvals occur at this stage.

Input Change request ready for manager review.

Key Activities - Manager approvals automatically populated
Managers approve change (operations and PACE)
Change moved to “Initial Approvals Compete” by last approving

manager
Owner The approving managers are responsible for the change in this status.
Output Change receives manager approvals and is moved to “Initial Approvals

Complete” status. This activity in this status must be completed by 1 2:00
noon to meet the change management cutoff forthew  eek.

When changes enter the “Awaiting Initial Approvals” status, manager approvals are generated
based on the Change Category and Sub-Category.
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The last approving manager should select “Next Phase” to move the change request to “Initial
Approvals Complete” for Change Manager Review.

>

4.3 Initial Approvals Complete Status

Overview Changes in the “Initial Approvals Complete” status have been reviewed by
managers and are awaiting Change Manager review. The Change Manager
will evaluate the completeness of changes and promote changes to “Awaiting
Implementation Approval” for CRB / Implementation approval.

Input Change requests that are approved by managers and ready for Change
Manager and CRB review.

Key Activities Change Manager reviews completeness of changes

Change Manager works with Change Owners to resolve issues with
Change Documentation

Changes ready for CRB / Implementation approval are moved to
“Awaiting Implementation Approval”.

Owner The Change Manager is responsible for changes in this status.

Output Changes reviewed for completeness and moved to “Awaiting Implementation
Approval”.
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4.4 Awaiting Implementation Approvals Status

Overview Changes in the “Awaiting Implementation Approval” status have been
approved by managers and reviewed by Change Manager. The CRB will
review changes in this status (unless the change is specifically exempt from
CRB review). PACE Changes are currently reviewed by their own bo  ard.

Changes reviewed by the CRB and all CRB exempt changes are announced
at the Wednesday Change Meeting. If no objections are raised by the CRB or
at the Wednesday meeting the changes are moved to “Awaiting
Implementation”.

Input Change requests that are reviewed by the Change Manager and ready for
implementation approval.

Key Activities - Change Review Board reviews and approves changes
Change Manager announces changes at Wednesday Change
Meeting

Change Manager moves approved changes to “Awaiting
Implementation”

Owner The Change Manager is responsible for changes in this status.

Output Changes are approved and moved to “Awaiting Implementation”.

4.5 Awaiting Implementation Status

Overview Changes in the “Awaiting Implementation” status have been approved by the
CRB or Change Manager. The Change Owner and Installer will be notified
(via email) when changes are in this status as indication they can begin
implementation.

Input Change requests that are approved by the CRB or Change Manager.
Key Activities - This is a holding status for changes approved but not yet
implemented.

Change Owner change to “Implementation in Progress” when
implementation begins.

Owner The Change Owner is responsible for changes in this status.

Output Change is moved to “Implementation in Progress” status when
implementation begins.

Change Requests in the “Awaiting Implementation” status have received all required approvals and
are ready for implementation. Change Owner should set status to “Implementation in Progress”
when work begins.
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4.6 Implementation in Progress Status

Overview Changes in the “Implementation in Progress” status are currently being
implemented.

Input Change requests that were awaiting implementation.

Key Activities - The change is implemented.

The Change Owner indicates the change is complete (by selecting
the complete button) when implementation activities are finished.

Owner The Change Owner is responsible for changes in this status.

Output Implemented change moved to “Completed” status.

Following the implementation of the change, the Change Owner should choose “Complete” to
record the results of the change.
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4.7 Completed Status

Overview Changes in the “Completed” status have been implemented and validated by
the Change Owner.

Input Changes that have been successfully implemented and validated.

Key Activities - Validation Activities are entered - what steps were taken to validate
the change was successful.

The change outcome / resolution is selected (Implementation
Successful, Failed, or Canceled).

The Actual Implementation Date fields are required.

This is a holding status for completed changes.

Owner The Change Owner is responsible for changes in this status.

Output Changes remain in this status until they are closed by the Change Manager.

Upon selecting “Complete” the Change Owner should select a resolution.
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The Change Owner and Installer should record the results of post implementation validation to
complete the change documentation.
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5. Change Management Roles

The sections below describe the roles involved in the Change Management process.

5.1 Change Owner

Who Any member of the Operations, PACE, or Extended IS team
responsible for a change.
Key Activities - Opens change record in Peregrine (enters all required
information)

Changes status to “Awaiting Initial Approvals”
Monitors change to ensure approvals occur

Waits for change status to be set to “Awaiting
Implementation” as indication change is approved for
implementation.

Changes status to “Implementation in progress” when
implementation begins

Adds validation results after change is completed

Responsible for changes - Open

in the following statuses - Awaiting Implementation
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Implementation in Progress
Completed

5.2 Change Approver

Who A member of IS leadership (PACE or Operations) responsible for
approving changes.

Key Activities

Automatically added to changes in “Awaiting Initial Approvals”
status based on Change Sub-Category

Reviews and approves changes

Final approver changes status to “Initial Approvals Complete”

Responsible for changes
in the following statuses

Awaiting Initial Approvals

5.3 Change Manager

Who Individuals responsible for coordination of Change Management
process.

Key Activities

Reviews changes in “Initial Approvals Complete” to ensure
proper documentation and approvals are in place

Moves changes to the “Awaiting Implementation Approval”
status

Presents changes to the CRB

Announce CRB approved, non CRB, and PACE changes at
Wednesday Change Meeting

Moves changes to “Awaiting Implementation” when all
implementation approvals are granted

Responsible for changes
in the following statuses

Initial Approvals Complete
Awaiting Implementation Approvals

6. Emergency Changes

An Emergency Change Request should be the result of a system, application or network failure,
which is currently affecting client availability or is patient care issue. An Emergency Change Request
is a Change Request, which, by its urgency, requires immediate action, and thus cannot cycle
through the weekly Change Control Meetings.

Cerner Emergency Changes

All Cerner Emergency Change Requests are to be submitted to the Core Change Coordinator for
review and approval by the PROD Apps Manager, Domain Tech Manager and PSO Manager.

Operations Emergency Changes
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An Emergency Change Request needs either verbal or documented functional Manager approval to
be implemented. CRB level approval should be received via email and included in the Change
Request.

If an emergency outage is required, the Information Services support personnel requesting the
change must complete a Clarian Change Request. The Change Owner, not necessarily the person
doing the work, is to prepare, receive appropriate authorization, and submit the Change Control
Request for processing.

The Change Owner is required to explain their change at the next scheduled Change Control
meeting.

All activities performed and the solution for the problem should be documented on the change
request form pertaining to the incident.

The Help Desk must be notified of all Emergency Changes that will require, or result, in any outage
or downtime.

7. Exceptions

N/A.
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